























Conceptual Model for Building Disinformation Resilience

The need to verify Characteristics
information

The source of the information in question has not
been verified as reliable, or the information contains
emotional elements, motivates an emotional response
in the recipient.

High

The source of the information in question has not
been verified as reliable, or the information contains
emotional elements, motivates an emotional response
in the recipient.

Average

The source of a given piece of information has been
verified as credible, while the message is built on
facts, in the form of announcing sentences conveying
key information about an event.

Low

Figure 9. The States That Fall Under the Attribute of the Need to Verify In-
formation
Source: The author’s own study.

of the recipient. People over 65 were almost 6 times more likely to spread
disinformation than younger people (Guess et al., 2019).

Inaddition,anincreased spread of disinformation and misinformation
was observed among individuals who remained anonymous to each other
in the communities concerned (did not have accounts as representatives
of a particular organisation or institution) or belonged to informally
organised groups (Kouzy et al., 2020). Today, it is quite easy to identify
bots whose accounts are commonly referred to as super-spreaders,
whose task is to spread a lot of information in a short period of time.
Their modus operandi focuses on a few online accounts, and a limited
number of sources, without a broad view of the issue being described.
Interestingly, bots most often spread information within a few seconds
of its publication, rather than later (Shao, 2018).

Figure 11 shows the states assumed under the potential impact of the
disinformation attribute, which represents the magnitude of the impact
of a given disinformation event. From the perspective of the resilience-
building process, this attribute is extremely important, as the greatest
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Recipient of information

Single person-target

Characteristics

The recipient is in the form of a single person to whom
the message is directed.

People-target group

The recipient is in the form of a specific group of
people with given knowledge, characterised by given
characteristics, beliefs or belonging to a specific social
group to which the message is directed.

Community — target

The recipient appears in the form of a specific
community, characterised by given characteristics, to
which the message is directed.

A single person — for
further processing

The recipient is in the form of a single person who is
not the target audience, but leads to further processing
of information for the purpose of information
dissemination.

Group of people - for
further processing

The recipient is in the form of a specific group of
people, characterised by given characteristics, and at
the same time does not constitute the target audience,
but leads to further processing of information for the
purpose of information dissemination.

Community — for further
processing

The recipient is in the form of a specific community,
characterised by given characteristics, and at the
same time is not the target audience, but leads to

further processing of information for the purpose of

information dissemination.

Bot for further
processing

The recipient appears in the form of a program that
performs certain actions in place of a human being,
and at the same time does not constitute the target
recipient, but leads to further processing of information
for the purpose of information dissemination.

Figure 10. The States Taken Within the Information Recipient Attribute
Source: The author’s own study.
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Potential effects of Characteristics
disinformation

The information will be distorted, so the recipient will

Information distortion not have reliable data, used for his own use.

As a result of the reception of information, local action
will be taken — for example, the construction of
a playground, the location of the project.

A physical event of
local scope

Due to the reception of information, actions will be
taken with a national scope — for example, influence
on the outcome of parliamentary or local elections.

A physical event of
national scope

Due to the reception of information, actions of an
A physical event of international nature will be taken — for example,
international scope changing the strategy of cooperation between
countries, taking military action.

Figure 11. The States Assumed Under the Potential Impact of the Disinfor-
mation Attribute
Source: The author’s own study.

risk and threat is posed by information that can trigger events on an
international scale.

Stage II — Information Processing

In the context of information processing, two attributes were defined
that relate to the way in which the verification of information potentially
classified as disinformation is carried out along with the entity responsible
for carrying out this verification. Each attribute has been presented
according to an established template; the possible states/values that the
attribute assumes and the characteristics of the state in question.
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Verification entity Characteristics

A single entity that has been assigned verification
Individual activities within an organisation, or that performs this
activity on its own initiative.

A group of people undertaking information verification

A group of people activities on their own initiative, most often related to
— a grassroots initiative each other on social grounds (religion, ethnic group,
beliefs, etc.).
A group of people — an A group of people who undertake verification activities
organised initiative in cooperation with an organisation.

An institution established by state bodies, enterprises,
Organisation foundations to verify information on the basis of the
records contained in the purpose of the institution.

Figure 12. The States Assumed Under the Verification Entity Attribute
Source: The author’s own study.

Figure 12 shows the states assumed under the verification entity
attribute, covering the range of entities that can be entrusted with the
process of verifying information as disinformation. Depending on the
availability of entities, the nature of the information, or the ability to
perform verification in a given environment, the range of entities may be
narrow or wide.

Many studies point to the need for information verification. A grassroots
initiative and the conduct of such a study by individuals (who are
knowledgeable about the subject or particularly interested in verifying
data) is often mentioned, but these activities tend to have a narrow scope
of impact. Much more effective are activities carried out by organised
groups of people. However, regardless of the number of people involved
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Method of Characteristics
verification

A person, based on their own knowledge and
experience, verifies the source of the information, the
key data contained in the information, and its support

in recognised sources.

Man alone

A person, on the basis of their own knowledge and
experience, verifies a given piece of information
using information tools that verify characteristics
such as: examining the source of the information,

checking the date the information appeared,
Man with the use of IT identifying the emotional effect of the entry,
identifying other information / sources that convey
the same data.

tools

Examples of Fact-checking tools: Classify.ews;
FackCheck.org; Factimata.com; Hoaxy.luni.iu.edu;
Hoax-Slayer.com; PolitiFact.com; Snopes.com,
TruthOrFiction.com; OpenSecrets.org.

A human being, based on his/her own knowledge
and experience, verifies a given piece of information
using artificial intelligence tools, verifying
characteristics such as examining the source of the
information, checking the date the information
appeared, identifying the emotional effect of the
entry, identifying other information / sources
conveying the same data.

Man using Al

Examples of tools: neural networks, deep-learning.

A special program designed to perform certain actions
(in place of a human) leading to the identification of
information that is disinformation in an automated
manner.

Bot

Figure 13. The States Adopted Under the Attribute of How Verification is
Performed
Source: The author’s own study.

in verification, it is necessary to provide appropriate tools that have been
adapted to the way fake news is spread (Torres et al., 2018; Lazer et al.,
2018; Rini, 2017).
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Figure 13 shows the states adopted under the attribute of how
verification is performed, covering the range of entities that have the
ability to perform the process of verifying information as disinformation.
The two main groups that can be distinguished are verification performed
by a human (possibly assisted by more or less sophisticated IT tools) or by
a machine that performs the process automatically.

In the literature, there are several ways to perform information
verification. The most difficult is to do the verification yourself, based on
attending training courses, and using fact-checking websites or automated
mechanisms to test the authenticity of the source. It is also possible to
take a systematic approach, using special algorithms to search for bots
and cyborgs that develop or disseminate false information (Lazer et al.,
2018). Some research has been done to build mathematical models for
information verification, but none of them has proven to be fully effective
at this point (Shu et al., 2018; Tong et al., 2018; Papanastasiou, 2020).
However, it is important to keep in mind that when validating information,
the effectiveness of the use of a given tool largely depends on its adaptation
to individual cognitive abilities and emotional characteristics (Torres et
al., 2018). To date, therefore, there is a lack of fully automated algorithms
for the efficient identification of fake news.

Stage III — Preventing the Spread of Disinformation

As part of the prevention of the spread of disinformation, three
attributes were defined to determine how to proceed when a piece of
information is confirmed to be disinformation. These attributes included
reporting the information as disinformation, reporting the deletion of the
information, and providing the correct information. Each attribute was
presented according to an established template, i.e., the possible states/
values the attribute could take, and the characteristics of the state in
question.

Figure 14 shows the states accepted under the attribute of reporting
information as disinformation, which defines the range of entities/
organisations to whom the fact of identifying disinformation should be
reported. A prompt response from the identified authorities will make it
possible to reduce the possibility of spreading disinformation.

Figure 15 shows the states accepted under the “notification of removal
ofinformation” attribute, which defines the range of entities/organisations
that should be notified of the need to remove information that has been
verified as disinformation. This attribute is extremely important, as
removing information at the source, i.e., at the sender of the information,
can significantly reduce the speed as well as the very fact of the spread of
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Reporting
information as
disinformation

To the source of the
origin of the information

Characteristics

Report a given piece of information identified as
disinformation to the source that generated or
processed the information — for example, reporting
a user to Facebook, the author of a newspaper article,
a radio/TV editor, etc.

To a supervising
institution

Report the incident in the form of identifying the
information as disinformation to the institution
overseeing the operation of the entity — for example,
filing a report to Facebook itself, or the National
Broadcasting Council, etc.

For other content
distribution channels

Report the incident of the creation or processing of
information identified as disinformation to other
channels of information dissemination — for example,
radio, press, or Internet portal.

Figure 14. The States Accepted Under the Attribute of Reporting Information

as Disinformation

Source: The author’s own study.

Notification of
deletion of
information

To the source of the
origin of the information

Characteristics

Report a given piece of information identified as
disinformation to the source that generated or
processed the information — for example, reporting to
an Facebook user, the author of a newspaper article,
or a radio/TV editor.

To a supervising
institution

Report the incident in the form of identifying the
information as disinformation to the institution
overseeing the operation of the entity — for example,
reporting to the Facebook service, the National
Broadcasting Council, etc.

Figure 15. The States Accepted Under the Notification of Removal of Infor-

mation Attribute

Source: The author’s own study.
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Indicating the Characteristics
correct information

Provide correct, verified information through the same
communication channel where the misinformation
appeared.

Through the same
channel

Providing correct, verified information through another
channel of communication where the misinformation
appeared.

In other related
channels

Figure 16. The states adopted within the show correct information attribute
Source: The author’s own study.

information — the absence of the information in question significantly
prevents its reproduction.

Figure 16 shows the states adopted within the “show correct
information” attribute, which defines the ability to disseminate correct
information that is not disinformation, but responds to the input of
incorrect data. In many environments, such an action is key to reducing
the effect of disinformation by covering up incorrect information with
reliable data.

Characteristics of the Model Outputs

The outputs of the model represent key actions that can be taken
to mitigate the spread of disinformation. These actions provide
recommendations for building asystem of organisational,environmental,
or societal resilience to disinformation. The conceptual model identified
three main activities, namely, building a database of information
that constitutes disinformation, determining recommendations for
sources that generate and/or process disinformation, and determining
recommendations for sources that generate and/or process correct,
verified information. Figure 17 illustrates and characterises these
activities.
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Model outputs Characteristics

Construction of a knowledge base containing

Database of a collection of disinformation and misinformation
information that collected throughout the study period in a given

constitutes subject area. Qualifying these events/misinformation
disinformation according to an established key and with assigned

information attributes.

Construction of a knowledge base containing

Recommendation of a collection of information sources from which
sources that generate developed or reproduced information classified as
or process disinformation or misinformation. This database is
disinformation open and should constantly be expanded with new

sources of disinformation.

Building a knowledge base, containing a collection of
information sources, positively verified during the
examination of information to qualify as disinformation
or misinformation. Sources of information should be
constantly examined for possible verification of the
information — whether it still remains credible to the
audience.

Recommendation of
sources that generate
or process correct,
verified information

Figure 17. The Key Actions That Can Be Taken to Mitigate the Spread of
Disinformation
Source: The author’s own study.

Conclusions

This paper analyses selected aspects of the problem of building
disinformation resilience. The research methods used, in particular,
elements of the computer simulation method, made it possible to achieve
the stated objectives of the work. Basic information on the problem was
systematised and structured. The main result of the work performed
is the proposal of a conceptual model of the problem under study. In
practical terms, the model can be used to describe the problem and can
be used as a basis for building knowledge bases of real problems and
recommendations for evaluating the reliability of information sources.
The direction of the work should be the development of a more accurate
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model and, on this basis, the creation of a logical model of the problem
data. Work should then be undertaken to automate the identification of
incorrect information.
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The Russian aggression in Ukraine is an undeniable tragedy for our eastern neighbour,
and it simultaneously poses a grave threat to Poland’s security. The reprehensible,
aggressive tactics employed by Russia, in clear violation of international law, have
rightfully drawn widespread condemnation from the Euro-Atlantic community, which
is actively working to assist Ukraine through various channels. The characterisation
of Russia as an aggressor country employing 19th-century principles of force as an
extension of its foreign policy is a stark and concerning reality. In its interactions with
other nations, Russia has demonstrated a willingness to utilise modern tools, particularly
through the dangerous methods of disinformation and the propagation of fake news,
which serve the purpose of destabilising the international coalition, undermining
the solidarity of countries supporting Ukraine, and tarnishing the reputations of those
providing assistance, notably Poland, a leader in aiding Ukraine. Moscow’s engagement
in this hybrid warfare, leveraging contemporary communication tools, represents
a prolonged effort to manipulate perceptions. This propaganda campaign particularly
targets NATO and its member states, with a specific focus on countries such as Poland,
which plays a pivotal role in providing diverse forms of assistance, including military
aid, to Ukraine. Regrettably, certain European countries, especially in the Balkan
region such as Serbia, Montenegro, and North Macedonia, appear susceptible to Russian

indoctrination.
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